UBND XA THANH LOC CONG HOA XA HQI CHU NGHIA VIET NAM
PHONG VAN HOA - XA HOI Poc 1ap - Tw do - Hanh phuc

Sb: 1409 /JUBND-VHXH Thanh Léc, ngay 30 thang 10 nam 2025
V/v tang cudong cong tac dam
bao an toan, an ninh mang, bao
v¢ dit liu ¢4 nhan va duy tri
hoat dong 6n dinh cua hé théng
thong tin

Kinh gtri: Cac phong chuyén mon thuéc UBND xa.

Cian cir Cong van sO 682/UBND-VP ngay 27/10/2025 cia UBND xa vé
viéc khan truong khac phuc nhitng han ché trong thuc hién bdo dam an ninh, an
toan cac hé thong thong tin.

Phong Vin hoa - Xa hoi dé nghi cac Phong chuyén mén chi dao can bo
cong chuc thugc don vi minh thuc hién mot s6 noi dung nham dam béo an toan,
an ninh mang, bao v¢ dir li¢u ¢4 nhan va duy tri hoat dong on dinh cua hé théng
thong tin tai don vi, cu thé nhu sau:

1. Vé an toan, an ninh mang

- Khong truy cap, cai dat, sit dung phan mém, tng dung khong rd ngudn
goc trén may tinh co quan.

- Pt mat khau may tinh c4 nhan.

- Thay d6i mat khau dang nhap duoc cap. Thudng xuyén thay d6i mat khau
dang nhap hé théng (03 thang/01 lan), st dung mat khau manh (mdt khdu toi thiéu
8 - 12 ky tw, bao gom: Chir hoa, chit thuwong, chit s, ky tw déc biét) va khong chia
sé¢ mat khau cho nguoi khac.

- Tuyét d6i khong mo céc tép dinh kém, duong dan trong email la hodc nghi
ngo la thu rac, thu gid mao.

- Pang xuat khoi hé thong khi khong str dung, khoa man hinh khi roi may
tinh.

- Khong sur dung tinh nang ty dong luu, ty dong dién tai khoan va mat khau
trén cac trinh duyét hodc phan mém lam viéc, dé tranh nguy co bi danh cip thong
tin ddng nhap.

- Khong cho phép trinh duyét hodc phdn mém ghi nhé thong tin ci nhan
nhu ho tén, s6 dién thoai, dia chi email, thong tin thé hodc ma xac thyc cua co
quan khi truy cap cac hé thong, phan mém cong vu.



- Mdi lan ding nhap hé théng, can bd, cong chirc phai nhap thi cong tai
khoan va mat khau, tuy¢t dé1 khong luu thong tin trén may tinh dung chung hoac
may tinh co quan.

- Khi trinh duyét hién thi thong bao “Ban cé mudn heu mdt khau khéng?”,
nguoi st dung can chon “Khong bao gio” (Never).

- Truong hop da timg st dung tinh ning ty dong dién, can xéa toan bg mdt
khdu da luu trong trinh duyét hodc phan mém dé dam bao an toan thong tin.

- Khong chia sé trinh duy¢t hoac tai khodn may tinh ca nhan cho nguoi khac
st dung, dac biét trén cac thiét bi dugc giao lam viéc tai co quan.

2. Vé quén 1y va bao vé thiét bi, may méc

- Quan 1y chit ché& cac thiét bi cong nghé thong tin duoc giao, khong ty ¥
mang ra ngoai co quan khi chua duogc phép.

- Khong cam thi€t bi USB, 6 ciing ngoai, dién thoai cd nhan vao may tinh
co quan néu khong can thiét.

- Thuc hién vé sinh, bao dudng dinh ky thiét bi dé dam bao hoat dong on
dinh.

Trén day la mdt s6 nhiém vu nham dam bao an toan, an ninh mang, bao vé¢
dir 1i€u ca nhan va duy tri hoat dong 6n dinh cua h¢ thong thong tin tai don vi, dé
nghi cac Phong chuyén mon chi dao can bg, cong chitc don vi minh dam bao thuc
hién./.

Noi nhdn:

- Nhu kinh guri;

- Lanh dao UBND xa;
- Luu VT, nptho.
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